
Wahlcomputer



Warum Wahlcomputer?

• Kosten

• Geschwindigkeit der Auszählung

• Komplexere Wahlverfahren, neue Wahloptionen

• Personalbedarf

• Eindeutigkeit, Vereinfachung des Wahlablaufs

• Wahlbeteiligung, direkte Demokratie



Situation in Deutschland

• Nur NEDAP ESD1 und ESD2 zertifiziert

• 1850 Computer im Einsatz

• Brandenburg, Hessen, Nordrhein-Westfalen, 
Rheinland-Pfalz, Sachsen-Anhalt

• Kommunal-, Landtags-, Bundestags- und 
Europawahlen, Volksabstimmungen und -begehren



Anforderungen an eine Wahl

• geheim

• frei und gleich

• transparentes Verfahren

• überprüfbare Resultate

• sicher gegen Manipulation

• vertrauenswürdig







Vertrauen

• »Auszählung«

• Security by Obscurity

• Betriebsgeheimnisse

• Softwaremanipulation

• Zwischenergebnisse

• unkritische Grundhaltung



4. Understanding the ES3B

4.1. The components

The Nedap ES3B system as it  is in use by a typical Dutch municipality consists of multiple 

ES3B voting computers, at least as many ballot memory  modules, a reader unit to be attached to a 

PC via the serial port and an installed  copy of the ISS (Integraal Stem Systeem) software running 

on a PC under Microsoft Windows. The municipal election officials write the candidate lists into the 

“ballot memory modules” using the reader unit. Then these modules are installed into the voting 

computers before they are deployed. After the election is closed, the results are printed by each of 

the voting computers as a paper backup. The ballot memory modules, which now also contain all 

the votes, are carried to a central location to be read using the reader unit so the results can be 

tabulated..

4.2. First contact

We already  knew quite a lot about the Dutch Nedap computer from the Irish “First Report of 

the Commission on Electronic Voting”  (2004). As we took it apart, we confirmed that this was 

indeed a system built  around a 68000 processor that came with 256kBytes of EPROM, 8 kBytes of 

EEPROM, 16 kBytes of RAM, two 6850-based serial ports, a printer port, two screens (4 lines of 

40 characters on the voter display, 2 lines of 40 characters on the small election official console) 

attached to a cable. After taking the system apart, photographing everything and dumping the 

contents of the EPROMs, we had to put  it  back together again. First we had to create a working 

setup to work with the system in normal operation. We installed the ISS software on a notebook PC 

running Windows XP and we hooked up the reader unit. After some experimentation we could 

configure a new election, parties, candidates and a polling station. We could then program the ballot 
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memory module that carries the list of parties and candidates to the voting computer. After we 

inserted it in the voting computer we could cast votes and we could close the election and print the 

results. After removing the module and placing it in the reader, we could see the ISS software list 

the votes.

4.3. Maintenance mode: “GEHEIM”

The ISS software has a ‘maintenance mode’ that is supposed to be only accessible to members 

of the “verkiezingswacht”, the Nedap election-day helpdesk. You need a password to get the 

software in this mode. A quick look in the binary revealed this password to be “GEHEIM”, the 

Dutch word for “SECRET”. The maintenance mode, among other things, allows the helpdesk to 

read the binary contents of a ballot module plugged into the programming slot of a reader unit. By 

sniffing the serial commands between the ISS software and the reader unit, we figured out how to 

issue these commands ourselves and subsequently  wrote a program in Tcl that we could use to read 

the entire contents of a ballot memory module.4   
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4 We used the same code to read the original contents of the system’s EEPROM chip, since the ‘R’ command allows 
reading of the entire memory space of the system.
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Since we were at that stage able to produce memory images in various stages of an election, 

we could see what changed between them. This produced an overview of where and how the ES3B 

stored parties and candidates, as well as how the votes were stored.

4.4. Trace wires, look up parts, read disassembly, repeat, ...

We used the IDA pro5 disassembler to look at the compiled binary image contained in the 

system’s EPROMs. Because the hardware is very  straightforward and the software very well-

written, we were very  quickly able to make some sense of the binary. The IDA database contained 

more and more comments as the hours passed. Most of the IO was figured out by a combination of 

visual inspection of the printed circuit  board and looking at the disassembled code. This was greatly 

aided by the fact that besides the main components, only 74 series TTL chips were used.

As we progressed, our memory map of the system grew. IO lines to the various keyboards, the 

key switch, the displays and the printer were documented. We also found more and more about the 

internals of the motherboard, such as how a watchdog line needed to be pulsed to make sure the 

board did not keep resetting itself. We also found the small switch on the motherboard that switches 

the computer into service mode, allowing all of the parameters from the EEPROM (such as the 

system ID) to be changed through menus on the voter display.

4.5. The ballot memory module

We took apart a memory module and created a schematic. The schematic shows how the two 

flash chips, which handle the odd and even addresses, both depend on their own hex inverter glue 

logic chip  to make sure that a malfunctioning part will only  take out half the memory. All data is 

written both in the odd and the even half of the module to create redundant data storage.
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5 http://www.datarescue.com/



So obviously, one of our first goals now that we had access to the device was to make it play 

chess. Apart from proving our point, programming it to do this would also confirm that we knew 

everything we needed to know about the hardware before getting into the election fraud business. 

After having learned roughly  how the hardware worked we used a gcc 68000 crosscompiler to 

create a Nedap IO-library  containing functions to initialize the system, write data to the display, 

read the keyboard, and write debug messages to the UART. Together with newlib, a small clib 

implementation, we then managed to compile and run Tom Kerrigan's Simple Chess Program 

(TSCP) 10. This was non-trivial only because we had to squeeze out quite a few tables to make it 

run using only  the available 16 kBytes of RAM. Getting the chess pieces to magnetically attach (the 

keyboard is mounted at an angle) was also not that  easy since the foil switches are stuck to a plastic 

base. We ended up  using using 2 and 5 Eurocent coins underneath the paper, taped such that we 

could press the underlying foil switches with the edge of the coin.

It knows all the rules and every now and then it  can be surprisingly clever for what it is. But 

in all honesty we have to admit that it does not play chess all that well.

4.8. Conclusion

The Nedap ES3B, regardless of its suitability for elections, is a great system to play  with. We 

much enjoyed our renewed acquaintance with the ESBs vintage electronics. The fact that it uses no 

PALs or other custom components make it a very  easy system to come to grips with. When the 

ES3B is no longer used for elections, the sudden availability of such a large number of systems 

might make it an interesting system that could be used to teach young people about the history and 

basics of computers. We might even put a QWERTY overlay on the keyboard and port a BASIC 

interpreter to it.
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10 http://home.comcast.net/~tckerrigan

General Purpose Machine



The image above shows a spectrum waterfall display 16 of the received audio signal. The 

difference between a candidate from the CDA (middle) and any other party (top and bottom) is 

clearly visible.

To fix this, the display update frequency always needs to be the same. The display  routine in 

the ES3B’s software could easily be modified to always display at least one special character on the 

display. To make sure this is not visually disturbing this could for instance be a space that is actually 

defined as an empty special character. 

6.3. Fingerprinting display data bursts

On the same frequencies as the above refresh signal, we can also see a short data burst as the 

computer writes data to the display. Through the audio path of a scanner, we can make out clear 

differences for different candidates. Since this signal is generated by a parallel bus, it  will likely be 

hard to decode precisely what is being written the display, especially when one has only a narrow-

band audio signal like we did for our experiments. However: we can easily  profile all the bursts for 

the various candidates and simply match the received signal to all known candidates.

The four spectrum images on the next page show this burst, roughly  200ms in length. The 

upper two images were received when selecting the same candidate, the lower two were made after 

selecting different  candidates.
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6.4. Listening to the display itself

We did a test  while we had our own software display  three different screens with a few 

seconds between them. First we showed the left  half of the screen filled with “@” characters, then 

we showed the right half filled with “.” characters and then we showed an empty screen. The 

spectrum plot shown below shows differences, meaning something can be said about the static 

contents of the display without listening to the communication between the computer and the 

display, which happens only briefly. We expect more receiver bandwidth and more processing 

power would be needed before one can profile display contents in this way.  
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Physische Sicherheit

• »geschützte Umgebungen«

• Schlüssel

• Siegel

3. Mechanical keys

3.1. Trust placed in mechanical locks

Dutch election law requires physical keys to be used as part of 

an electronic voting system. The entire legal framework surrounding 

voting computers sees these physical mechanical keys as an integral 

part of the security  of the voting process. Dutch election law and 

regulations makes frequent mention of these keys1. The law regulates 

that voting machines are built such that  voting cannot happen 

without the presence of a key and the law even stipulates that the 

chairperson of a polling station puts the key in an official sealed 

envelope after the election is closed. Nedap/Groenendaal, in their 

2006 election newsletter, state “programming unit and key as well as 

ballot modules need to be stored in the safe” 2. 

As we can see, both regulators and implementers of electronic 

voting place trust in traditional mechanical locks and keys and want 

users to adhere to strict procedures regarding key management.

3.2. Chosen system

The key  system chosen by  Nedap  for both the locks on the voting computer is the “C&K YL 

Series 4 Tumbler Camlock”. This lock always comes with the same key (marked “A126”), which 

probably  explains why the same key is used on all 8000 ES3B machines throughout The 

Netherlands. Spare keys can be ordered separately online for roughly a Euro each by searching for 

the product number: 115140126. We ordered, payed for and were subsequently supplied with 100 of 

these keys without any problem. According to the product datasheet3, typical applications for this 

lock include “copy machines and office furniture”. Even if spare keys were not so readily  available: 

this is quite literally the type of lock we can open with a bent paperclip.

The reader unit has, as stipulated by law, a lock with a different key for the slot marked 

‘programming’ (it is marked “A154”), which is used to erase the ballot memory modules and to 

write new candidate lists to the modules. The key is of the same insecure type and the we expect it 

to also be the same all over the country.

3.3. Conclusion

Even when taking into consideration that the law does not say  the physical locks needs to be 

of decent quality, we feel this lock is obviously grossly  inadequate given the trust placed in it. 

Either this “toy lock” needs to be replaced by a real lock, or the law needs to be rewritten such that 

it doesn’t inspire confidence where none is warranted.
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1 Voorwaarden voor stemmachines 1997: art 3 lid 2, art 5 lid 2, art 6 lid 4, art 7 lid 2.
   Kiesbesluit: art. J27 lid2, art J29 lid 2, art. K1.

2 http://www.election.nl/bizx_html/ISS/documents/Verkiezingsbulletin%202%20TK%202006.pdf   (Oct 2, 2006)

3 http://www.ittcannon.com/media/pdf/catalogs/Leaf/YL_1apr.pdf   (Oct 2, 2006)





Zukünftig in Deutschland?

• ES&S

• Wahlstift in Hamburg





Kampagne gegen Wahlcomputer

• Wahlbeobachtung

• Petition beim Bundestag

• Klage beim BVerfG

• Dialog mit den Betroffenen

• wissenschaftliche und explorative Forschung

• Anfragen nach IFG

Wau Holland Stiftung
Commerzbank Kassel
BLZ: 520 400 21
Kto.: 277 26 12


